
Security at



Bubble builds with enterprise-grade privacy, reliability, 

and security so that you can confidently launch, grow, and scale


all on one platform.

INFRASTRUCTURE & SECURITY

Service Reliability

By hosting on AWS, Bubble ensures 
stable service availability and 
performance uptime for our platform 
and its hosted apps  

You can view Bubble’s real-time status 
updates on the health of our shared 
hosting environment

Vulnerability Detection

Bubble uses a third party scanning and 
monitoring service to identify and 
close any potential system 
vulnerabilities

Dual-level DDoS Protection

Bubble uses Cloudflare to monitor and 
prevent DDoS attacks  

Bubble additionally deploys an in-
house DDoS protection system to track 
and block even the most granular 
attacks

Infrastructure Hosting

Bubble hosts its infrastructure on 
Amazon Web Services  

AWS is SOC 2, CSA CAIQ, and ISO/IEC 
27001:2013 compliant
 

Please refer to AWS's documentation 
and guide for additional information

Data Encryption

Bubble encrypts all data at rest 
through RDS AES-256 to safeguard 
your data  

You can view Bubble’s real-time SSL 
server test at any point in time

AWS Cloud Hosting

Bubble's cloud infrastructure is hosted 
across AWS's domestic and 
international data centers  

Users on Bubble's Dedicated plan may 
request isolated cloud hosting and 
storage in specific AWS data center 
regions
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We'd love to chat!  to learn more about Bubble’s enhanced security offerings

for our Dedicated plan and how we can support your business – from ideation through scale.

Contact our Sales team
Curious to learn more about Bubble's security?

APPLICATION-LEVEL PROTECTIONS

User Data and Privacy

Bubble's platform confers full control of 
application privacy rules to the user  

Users on Bubble's paid plans can 
access and restore historical data (app 
data, logs, etc.) from any point in time, 
within their plan's retention duration

Activity Logging

Users can view extensive logs of 
recorded actions and workflows in their 
app, including background activity  

Users on Bubble’s paid plans can 
access app activity from up to 14 days 
prior

Acceptable Use Policy

Bubble enforces disciplinary action 
(including removal) on apps that 
violate our Acceptable use policy

COMPLIANCE & INTERNAL SECURITY

Certifications

Bubble is actively in the process of 
becoming SOC 2 Type 2 certified in 
2023  

Bubble treats all data in strict 
accordance with the EU’s General Data 
Protection Regulation (GDPR) 
requirements; please refer to Bubble’s 
Data Processing Agreement (DPA) for 
additional information


Secure Payment Processes

Bubble processes payments through 
Stripe, a certified PCI Service Provider 
Level 1; we never have access to 
sensitive payment details  

Please refer to Stripe’s documentation 
for additional information on their 
encryption practices

Organizational Practices

All Bubble employees, contractors, and 
affiliated third parties are subject to 
comprehensive background checks
 

Bubble maintains employee training 
and education on data privacy, 
information protection, password 
security best practices, and more

OPEN SOURCE GUARANTEE

Code Release and IP

Bubble commits to publicly releasing all 
code in open source with migration 
instructions, in the event that Bubble 
ceases operations and services  

Users retain IP and ownership over 
their app and its data; users can 
download a CSV of their app's data at 
any point in time

https://bubble.io/contact-sales
https://bubble.io/acceptable-use-policy
https://bubble.io/dpa
https://www.visa.com/splisting/searchGrsp.do?companyNameCriteria=stripe,%20inc
https://stripe.com/docs/security#data-communication-encryption

